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How to Setup Multi-Factor Authentication for Remote Access to the CGD Network

1. Download Microsoft Authenticator app on the mobile device that will be used to authenticate your login (personal non-council owned mobile phone can be used).
2. Go to https://aka.ms/mfasetup from your work PC connected to the CGD network.
3. Click Next at the “More information required” screen below.
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4. Sign in with your full CGD email address (ie. claude.curelea@cgd.vic.gov.au) and press Next. 
5. Enter your network password and press Next.
6. Click the “Don’t show this again” checkbox and press the Yes button.
7. As the app has already been installed on your device (in step 1) click Next. 
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8. Open the Microsoft Authenticator app on your device and if prompted allow notifications.
9. Add an account on your device using the + icon or Add Account button below. Select “work or school account”. Allow access to your camera if prompted and do not close the app.
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10. Click Next at the “Setup your account” screen on your PC to continue.
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11. Point the mobile device at the PC monitor to scan the QR code and press Next on the screen below. 
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12. Approve the sign-in verification request by pressing Allow on your mobile device.
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13. Once the sign-in has been approved from your mobile device, press Next on your PC browser.
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14. Two-factor authentication has been successfully setup. Press Done to complete the process.
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15. When prompted to do so, either enter or select the same number that is displayed on the MFA approval screen.
If you require assistance setting up Multi-Factor Authentication (MFA) please contact the IT Service Desk on 8571-5102 or email IThelp@cgd.vic.gov.au  
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More information required

Your organization needs more information to keep
your account secure.

Use a different account

Learn more

Next
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Start by getting the app

~
v On your phone, install the Microsoft Authenticator app. Download now

Adter you install the Microsoft Authenticator app on your device, choose “Next".

| want to use a different authenticator app

Cancel Next

I want to set up a different method
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

Back Next

I want to set up a different method
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the
Microsoft Authenticator app with your account.

After you scan the QR code, choose “Next".

Can't scan image?

Back Next

I want to set up a different method
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Microsoft Authenticator

Let's try it out

Approve the notification we're sending to your app.

(© noifcation approved

Back Next

I want to set up a different method
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Keep your account secure

Your organization requires you to set up the following methods of proving who you are.

Success!

Great job! You have successfully set up your security info. Choose “Done” to continue signing in.

Default sign-in method: Microsoft Authenticator - notification

@ Microsoft Authenticator




image10.png
Are you trying to sign in?
Secldentity
jasonm@secidentitytech.com

Enter the number shown to sign in.

57

0, it's not me
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