Email Phishing Attacks are becoming more sophisticated!
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[image: ]	Before clicking on an email link, ask 	yourself:

Do I know the sender and is the email address legitimate and correct? 


Is there an urgent appeal to emotion or impulse in the tone of the message?




[image: ]Do any links point to a different web address other than the official web 			address of the sender? Hover over links 		– do not click links unless you are 100% 		certain they are legitimate!

While sender and logo may be correct, is this the usual way I receive this kind 		 of correspondence from this sender?   			 If in doubt, call the sender.
If in doubt contact the IT Service Desk on 8571-5102.
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Click or tap to follow link.
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HSO & Password Review - Message (HTML)
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IT ServiceDesk <itservicedesk@gdc.vic.gov.au>

Password Review

To MCurelea, Claude

PLEASE READ

Due to a recent rise in attacks on computer networks, new regulations and policies have now mandated stricter information security standards. As passwords remain the primary method for
defending against unauthorised access, your passwords must be checked for sufficient complexity. You will receive recommendations for making changes if they fall short of the new
requirements.

Please help in completing this review as soon as possible by visiting here fo test the strength of your passwords. Continuing to use an insecure password may result in your account being
locked out.

Thanks for your support.

1T Security Team

GREATER
DANDENONG
Cityof Opportunity

‘This email may contain confidential and privileged information for the sole use of the intended recipient.
Any review or distribution by others is strictly prohibited.

1f you are not the intended recipient,

please contact the sender and delete all copies. Thank you





