Business Email Compromise (BEC) incidents are on the rise.
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What is a BEC attack?


BEC involves the use of emails imitating CEOs (or similar positions) in an attempt to deceive employees, clients or vendors into making fraudulent financial payments or handing over sensitive organisational information. BEC emails will appear natural and legitimate.

How to identify and avoid falling victim to BEC?
· Does the sender’s name and return email address look correct? 
In certain BEC attacks, sender email accounts may appear genuine.
[bookmark: _GoBack][image: ]Consider the authenticity of any unexpected or unusual emails from senior executive staff. Check the tone, spelling and language.
· 


Is the request unusual? 
Beware of ‘urgent’ payment requests insisting that you bypass usual business processes for expediency.


Validate suspect emails through separate channels. If possible, speak in person or using trusted contact details such as a valid telephone number.
· 

Recently changed bank details? Cyber criminals will manipulate supplier invoices to replace genuine bank account details with their own. Confirm any account change requests directly with a supplier.
Do not open suspicious web links or attachments. Web links may point to a compromised website and attachments can contain malware.
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